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Hampshire ALC Guidance Note  Digital and Data Compliance 

 
 
All smaller authorities, including parish meetings, must follow the Data Protection Act (DPA) 
2018  The 2018 Act gives effect in UK Law to the General Data Protection 

  
  
In accordance with the 2018 Act, the council is seen as the data controller, and therefore the 
council has obligations relating to the confidentiality, integrity, and availability of all personal 
data it holds. This means that the council is accountable for any business the council conducts 
involving personal data on any device or through an email account. The Information 

 (ICO) have produced a useful guide to the General Data Protection 
Regulations. 
 
In accordance with the 2018 Act, and changes to the Practitioners Guide 2025 with the 
addition of Assertion 10 digital and data compliance  on the Annual Governance and 
Accountability Return (AGAR), all Councils should have a generic email account hosted on an 
authority owned domain.  
 
For example, clerk@abcparishcouncil.gov.uk or clerk@abcparishcouncil.org.uk rather than 
abcparishclerk@gmail.com or abcparishclerk@outlook.com. This not only protects the 
Council but also protects the member and or employee as an individual.  
 
 
Assertion 10 - Digital and data compliance 
 
To ensure compliance with GDPR and DPA data should be held and managed by the council 
with ownership and administrative rights over email accounts.  
 
Setting up email accounts on servers such as  outlook  and yahoo  requires the 
inputting of personal information such as full name and date of birth, therefore this could be 
considered a personal account. Whilst the address is on appearance generic, the council 
needs to consider whether it would have full access in the event of, for example, the 
resignation of a councillor.  
 
If a council is using a non-authority owned domain, there is a risk that the data is being stored 
outside the UK, and if the council is not aware where the data is stored, this could be 
considered a breach of GDPR requirements.  
 
By owning a UK based domain, or one provided by another authority, the council can be 
confident that data storage and transfer is compliant with GDPR. 
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The requirements detailed under Assertion 10 in the Practitioners Guide 2025 aim to assist 
smaller authorities in meeting their obligations for digital and data compliance. Whilst 
legislation does not mandate the use of a particular domain, the intention is to make 
compliance for councils easier.  
 
Data protection and security 
Using authority-owned email accounts ensures that sensitive information is handled in a 
controlled environment with appropriate security measures. This aligns with GDPR principles 
such as data minimisation, integrity, and confidentiality.  
 
Accountability and transparency 
Authority-owned email accounts provide a clear record of communications, which is essential 
for transparency and accountability. This helps in maintaining an audit trail and ensures all 
authority-related communications are accessible for review if needed.  
 
Consistency, trust and professionalism 
It is best practice to use gov.uk domains for smaller authorities' emails and websites (excluding 
parish meetings). This helps maintain a consistent and professional image for the authority 
and ensures all communications are easily identifiable as coming from the authority. This is 
increasingly important as cyber scams are on the rise.  
Having authority-owned email accounts also makes Data Subject Access and Freedom of 
Information Requests easier to manage.  
 
Compliance with policies 
It is recommended that your council should have an IT policy (excluding parish meetings) that 
mandates the use of authority-owned email accounts for official business. These policies are 
designed to ensure that all communications are conducted in a manner that is consistent with 
the council .  
 
An IT policy prevents misunderstandings when using IT equipment for council business and 
makes sure that there can be no excuses for anyone in the council not protecting their data or 
working safely.  
 
Website accessibility 
Where a smaller authority is subject to the requirements of website accessibility it does not 
have to buy a new website to comply with accessibility law if it places a disproportionate 
burden on the authority. At a minimum,  must include an 
accessibility statement which should be keep under regular review. This statement should 
include reasons for not meeting accessibility requirements, ways to source alternative copies 
of non-accessible documents and a point of contact. 
 
Data Protection 
To ensure compliance with data protection regulations, councils must:  

 Appoint a data protection officer to oversee data protection and ensure compliance 
with GDPR.  

 Conduct regular data audits to identify what personal data is held, how it is used and 
make sure it is processed lawfully.  

 Implement a data protection policy on data handling, storage, and sharing.  
 Provide regular training to ensure all staff and members are trained on data 

protection principles and practices.  
 Secure data using appropriate technical and organisational measures to protect 

personal data from breaches.  
 



Member Services Team         Page 3 of 3 
Hampshire ALC Guidance Note  Digital and Data Compliance (July 2025)   
This document is owned by Hampshire ALC and may be provided to other County Associations 

The Freedom of Information Act places a duty on every public authority to adopt and maintain 
a publication scheme which details the publication of information by the authority and is 
approved by the Information Commissioner; adoption of the Information Commissioners Office 
model publication scheme meets this requirement.  
 
In addition to this the Transparency Code for Smaller Authorities requires parish councils, 
internal drainage boards, charter trustees and port health authorities with an annual turnover 
not exceeding £25,000 to publish certain information set out in the code. This enables local 
electors and local taxpayers to access rel
governance.  
 
Smaller Authorities with total turnover or expenditure greater than £25,000 should as best 
practice comply with the Local Government Transparency Code 2015; the government 
believes that in principle all data held and managed by local authorities should be made 
available to the public unless there are specific sensitivities to doing so.  
 

internal auditors would review this control area.  
 
 
Essential Resources 
 
 
Data Protection Act 2018 
UK General Data Protection Regulation (UK GDPR) 
Information Commissioners Office 
Transparency Code for Smaller Authorities 
Local Government Transparency Code 2015 
 
 
 
 
Related Hampshire ALC Guidance 
 
Hampshire ALC Key Topic: Data Protection 
Hampshire ALC Key Topic: Local Government Transparency Code 2015 
Hampshire ALC Key Topic: Dealing with Complaints 
Hampshire ALC Key Topic: Use of Personal Email Addresses 
 
Hampshire ALC Template: Data Protection Policy 
Hampshire ALC Template: IT Policy 
 
 
 
 
 
This document reflects our advice based on our understanding of the current 
legislation and guidance and our knowledge of the sector. It is not however intended 
to be formal legal advice.  
 
For more complex issues we are able to obtain initial specialist advice on legal, 
employment, financial and planning matters as part of your membership fee. Please 
contact us to access this service. 
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This report has been prepared for the sole use of Sunningdale Parish Council. To the fullest extent permitted by law, no responsibility or 
liability is accepted by Auditing Solutions Ltd to any third party who purports to use or rely, for any reason whatsoever, on this report, its 
contents, or conclusions. 
 

Background and Scope 
 
Statute requires all town and parish councils to arrange for an independent Internal Audit (IA) 
examination of their accounting records and systems of internal control and for the conclusions to 
be reported each year in the Annual Governance and Accountability Return (AGAR). 
 
This report sets out the interim work undertaken in relation to the 2025-26 financial year both at our 
offices in advance of and during our on-site visit on 20th October 2025. We thank the Clerk and her 
staff for assisting the process, providing all necessary documentation in either hard copy or 
electronic format to facilitate commencement of our review for the year. 

 
Internal Audit Approach 
 
In undertaking our review, we have again had regard to the materiality of transactions and their 
susceptibility to potential mis-recording or misrepresentation in the year-end Statement of 

financial systems remain robust and operate in a manner to ensure effective probity of transactions 
and to afford a reasonable probability of identifying any material errors or possible abuse of the 

assurance over a series of internal control objectives. 

 
Overall Conclusions 
 
We are pleased to advise that, based on the work undertaken to date, the Clerk and Council have 
continued to maintain adequate and effective internal control arrangements.  
 
We have discussed with the Clerk the inclusion of an additional assurance in the AGAR 
Governance Statement for 2025-26 at Box 10 relating to the posting of all necessary information on 

 and will ensure 
appropriate compliance at our final review. 
 
We will update this report following our final visit for the year, the date of which has yet to be 

Omega accounts. 
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Detailed Report 
 
Review of Accounting Arrangements & Bank Reconciliations 
 
The Council upgraded to the Rialtas Omega accounting software to record transactions through its 
principal Current and Deposit bank accounts held with Handelsbanken in a combined cashbook last 
year: they are now, also, operating the software through the Cloud. 
 
Our objective in this area is to ensure that the accounting records are being maintained accurately 
and currently and that no anomalous entries appear in the cashbooks or financial ledgers. To meet 
that objective, we have:- 

 Ensured that the opening balances recorded on the accounting system for 2025-26 reflect 
those in the certified 2024-25 AGAR; 

 Ensured that an appropriate cost and nominal coding structure remains in place; 

 Ensured that the accounts system was in balance at 30th September 2025;  

 Checked transactions for April and September 2025 in the combined cashbook; and 

 Checked and agreed the bank reconciliations as at 30th April and September 2025 ensuring 
no long-standing uncleared transactions or other anomalous entries exist.  

 
We also note the intent of transferring a tranche of funds to the CCLA Public Sector Deposit Fund 
in the near future and will review progress in that respect at our final review. 
 
Conclusions  
 
We are pleased to record that no issues of concern arise in this area currently. We shall extend 
our review of the combined cashbook detail to bank statements checking two further months, 
including that for March 2026, at our final visit, also verifying the accuracy of year-end bank 
reconciliation and ensuring the accurate disclosure of the year-end balances 
at Section 2, Box 8.  

 
Review of Corporate Governance 
 
Our objective here is to ensure that the Council has robust corporate governance documentation and 
processes in place, that Council meetings are conducted in accordance with the adopted Standing 
Orders (SOs) and that, as far as we are reasonably able to ascertain as we do not attend meetings, no 
actions of a potentially unlawful nature have been or are being considered for implementation.   
 
We have reviewed the minutes of the Full Council and Committee meetings (excluding Planning) 
for the year to date as published on the website to determine whether or not any issues exist that 

stability, also ensuring that the Council has not taken, nor is planning, any actions that might result 
in ultra vires expenditure. We are pleased to record that no such concerns arise currently. 
 
We note that the Council has reviewed and re-adopted SOs and Financial Regulations (FRs) based 
on the recently updated NALC model documents 
circumstances. 
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We are also pleased to note that the external auditors signed off the 2024-25 AGAR with no 
significant concerns raised, noting their comments relating to the absence of the formal re-adoption 
of the risk register during 2024-25. We are pleased to note the appropriate publication of the Notice 

  
 
Conclusions  
 
There are no issues arising in this area currently. We shall continue our review of minutes and 

at our year-end review visit. As highlighted in the 
preface to this report, we have discussed with the Clerk the additionally required assurance in the 
AGAR Governance Statement at Section 2, Box 10 and will ensure appropriate compliance at our 
final review. 

 
Review of Expenditure 
 
Our aim here is to ensure that: -  

  and 
budgets; 

 Payments are supported by appropriate documentation, either in the form of an original trade 
invoice or other appropriate form of document confirming the payment as due and/or an 
acknowledgement of receipt, where no other form of invoice is available; 

 All discounts due on goods and services supplied are identified and appropriate action taken 
to secure the discount; 

 The correct nominal codes have been applied in entering detail in the cashbooks; and 

 VAT has been appropriately identified and been the subject of periodic recovery. 
 
We have reviewed the operative procedures for the approval and release of payments, the majority 
of which are now processed online, and consider them 
requirements. 
 
To provide assurance in this area we have selected a sample of 27 individual payments processed in 
the year to 30th September 2025 including all those individually in excess of £1,500, together with a 
more random selection of every 20th recorded cashbook transaction (irrespective of value). Our test 
sample totals £107,870 and equates to 68% by value of all non-pay related payments for the year as 
recorded in the accounts to date.  
 
We are again pleased to note that VAT returns continue to be submitted at the end of each quarter, 
electronically as required by extant legislation, and have verified the accuracy of the final 2024-25 
and first 2025-26 quarterly reclaims to date by reference to the Omega control account. 
 
Conclusions 
 
We are pleased to record that there are no issues arising in this area currently warranting formal 
comment or recommendation: we will extend our test sample of processed payments for the 
remainder of the year at our final review, also examining the remaining quarterly VAT reclaims. 

 
Assessment and Management of Risk 
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Our aim here is to ensure that the Council has put in place appropriate arrangements to identify all 
potential areas of risk of both a financial and health and safety nature, whilst also ensuring that 
appropriate arrangements exist to monitor and manage any potential risks to minimise the 
opportunity for their coming to fruition.   
 
We note that the Risk register is the subject of current review and update and will ensure 
satisfactory completion of that review and formal adoption of the resultant document at our final 
review. 
 
We have r schedule which runs to 30th September 2026 with 
appropriate cover in place with  standing at £10 million, 
together with Fidelity Guarantee cover of £2 million, which we are pleased to note was actioned in 
line with our prior year recommendation, and Business Interruption  loss of revenue  of 
£6  
 
We have previously discussed with the Clerk the arrangements for completing safety inspections of 
Council play areas noting that they are undertaken fortnightly by a contractor supplemented by an 
additional quarterly review by a RoSPA accredited company.  
 
Conclusions  
 
No issues arise in this area currently: as indicated above, we will review the final version of the 

isk register at our final review visit ensuring its ongoing 
appropriateness for the C present requirements.  

 
Review of Income 
 
In examini
ensure the identification of all income due to the Council from its various sources, to ensure that 
income is invoiced in a timely manner and that effective procedures are in place to pursue recovery 
of any outstanding monies due to the Council. Consequently, we have: 

 Examined the Council s formal Burial Register checking to ensure that each of the 
interments recorded as occurring in the year to 30th September 2025 are supported by 

 the legally required burial or cremation 
certificates, with no issues arising in that respect. We have also ensured that fees and 
charges have been levied appropriately in accordance with the Council s approved scale for 
2025-26 and are pleased to record that no issues arise in that respect with all fees relating to 
our test sample due settled. 

 Reviewed the spreadsheet record relating to the recovery of summer hanging basket fees 
with no issues arising;  

 Examined the nominal income ledger for the year to date ensuring that, as far as we are 
reasonably able, all income due to the Council has been received and coded appropriately; 
and  

  noting the existence of 
a few unpaid and unmatched receipts dating back as far as July 2024. 

 
Conclusions and recommendation 
 
We are pleased to record that no significant concerns exist on this area, although we urge that 
positive and appropriate action is taken to ensure recovery of all long-standing debts (i.e. those 
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older than 3 months) and to ensure that appropriate measures are put in place to ensure the 
routine review and that positive action is taken to ensure timely recovery of debts as they arise. 
We will undertake further work in this area at our final review examining the operative controls 
over further income streams.  
 
R1. Appropriate arrangements should be put in place to ensure positive action is taken to pursue 

recovery of all long-standing debts and appropriate clearance of unmatched receipts 
 

 
Petty Cash and Credit Cards 
 
The Council does not operate any petty cash scheme, nor does it hold any corporate debit or 
credit cards. Expenses are reimbursed with other trade payments and have been examined where 
included as part of our payments sample reported earlier. 

 
Review of Staff Salaries  
 

appropriately observed as regards adherence to the requirements of HMRC regarding the deduction 
and payment over of income tax and national insurance contributions, together with meeting the 
requirements of the local government pension scheme. 
 
The payroll is operated in-house by the Clerk with total payroll costs reported at meetings along 
with other payments. We have examined payroll transaction detail by reference to the August 2025 
staff payslips 
NJC scale. The August payroll also included the 2025-26 pay award gross salaries plus arrears 
payable from 1st April 2025. We have consequently: - 

 Agreed the gross pay detail on the August payslips for each employee to the approved staff 
salaries payable, as advised by the Clerk; and 

 Ensured the accurate calculation of tax, NI and pension contributions for that month to the 
relevant HMRC and LG Pension Fund deduction tables. 

 
Conclusions  
 
We are pleased to report that no issues arise in this area warranting formal comment or 
recommendation.  
 

Investments and loans 
 

temporarily or on a longer term basis in appropriate banking and investment institutions, that an 
appropriate investment policy is in place, that the Council is obtaining the best rate of return on any 
such investments made, that interest earned is brought to account correctly and appropriately in the 
accounting records and that any loan repayments due to or payable by the Council are transacted in 
accordance with appropriate loan agreements.  
 
As indicated earlier in this report, surplus funds are currently held with Handelsbanken, detail of 
which we have examined as part of our above referenced cashbook testing, noting that the Council 
is receiving an appropriate rate of interest that is credited to the combined cashbook account 
monthly.  
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We note that the Council has no loans in existence repayable either by or to the Council. 
 
Conclusions 
 
No issues arise in this area warranting formal comment or recommendation. We note the action, 
as recorded earlier in this report, being taken currently to set up a CCLA PSDF account and will 
check progress in that respect at our final review visit. 
 
 
 
 



8  

Su
nn

in
gd

al
e 

P
C

: 
20

25
-2

6 
In

te
ri

m
 

20
th

 O
ct

ob
er

 2
02

5 
A

u
di

ti
n

g 
S

ol
u

ti
on

s 
L

td
 

 
 

R
ec

. 
N

o.
 

R
ec

om
m

en
da

ti
on

s 
R

es
p

on
se

 

R
ev

ie
w

 o
f 

In
co

m
e 

 

R
1 

A
pp

ro
pr

ia
te

 a
rr

an
ge

m
en

ts
 s

ho
ul

d 
be

 p
ut

 i
n 

pl
ac

e 
to

 e
ns

ur
e 

po
si

tiv
e 

ac
ti

on
 i

s 
ta

ke
n 

to
 p

ur
su

e 
re

co
ve

ry
 o

f 
al

l 
lo

ng
-s

ta
nd

in
g 

de
bt

s 
an

d 
ap

pr
op

ri
at

e 
cl

ea
ra

nc
e 

of
 u

nm
at

ch
ed

 r
ec

ei
pt

s 
re

co
rd

ed
 i

n 
th

e 
. 

 

 

 


